DRAFT PRIVACY GUIDANCE FOR
LAWYERS IN NIGERIA — NBA-SLP

Nigerian Bar Association Section on Legal Practice
Technology and Law Committee



DRAFT PRIVACY GUIDANCE FOR LAWYERS IN NIGERIA — NBA-SLP

DRAFT PRIVACY GUIDANCE FOR LAWYERS IN NIGERIA

NIGERIAN BAR ASSOCIATION - SECTION ON LEGAL PRACTICE
TECHNOLOGY AND LAW COMMITTEE



DRAFT PRIVACY GUIDANCE FOR LAWYERS IN NIGERIA — NBA-SLP

FOREWARD



DRAFT PRIVACY GUIDANCE FOR LAWYERS IN NIGERIA — NBA-SLP

ACKNOWLEDGMENTS



DRAFT PRIVACY GUIDANCE FOR LAWYERS IN NIGERIA — NBA-SLP

EXECUTIVE SUMMARY

This document provides guidance on data privacy considerations for legal
practitioners in Nigeria, with a focus on compliance with the Nigeria Data
Protection Act (NDPA) 2023 AND THE Rules of Professional Conduct as it
relates to client information. It highlights the importance of data privacy in
maintaining client trust, adhering to legal requirements, and mitigating data
breach risks.

The document outlines the key principles of the NDPA, including lawfulness,
fairness, and transparency; purpose limitation; data minimization; accuracy;
storage limitation; integrity and confidentiality; and accountability. It explains
when legal practitioners act as data controllers and data processors, and the
lawful bases for processing client data.

The guidance covers data security obligations for legal practitioners, such as
implementing strong access controls, encryption, and secure disposal
practices. It also addresses data breach notification requirements and the
need to establish procedures for identifying, investigating, and reporting
breaches.

The document addresses specific privacy considerations for legal practice,
including client data collection and storage, cross-border data transfers, the
use of third-party service providers, and privacy implications in electronic
discovery. It also emphasizes the importance of adhering to the Rules of
Professional Conduct and clear communication with clients regarding data
privacy.

The document outlines best practices for data privacy compliance, such as
data minimization, appropriate retention periods, regular risk assessments,
staff training, and the conduct of Data Protection Impact Assessments (DPIAS)
for high-risk processing activities. It also provides guidance on handling data
subject access requests in line with the NDPA.

By understanding and implementing the principles and practices outlined in
this document, legal practitioners in Nigeria can ensure the responsible and
ethical handling of client data, maintain client trust, and comply with the
NDPA's data protection requirements.
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1. Introduction

1.1 Importance of Data Privacy in Legal Practice

In today's digital age, legal practitioners handle vast amounts of sensitive client

data. This data includes personal information such as names, addresses,

contact details, financial records, and confidential communications related to

legal matters. Ensuring the privacy and security of this data is important for

several reasons:

Maintaining Client Trust: Clients entrust legal practitioners with their
most sensitive information. Upholding data privacy demonstrates
respect for client confidentiality and builds trust in the attorney-client
relationship.

Compliance with the Nigeria Data Protection Act (NDPA) 2023: The
NDPA regulates the collection, processing, storage, transfer, and use of
personal data. Legal practitioners who handle client data must comply
with the Act's provisions to avoid potential penalties and reputational
damage.

Mitigating Data Breach Risks: Cybersecurity threats are constantly
evolving, and data breaches can have serious consequences for both
clients and legal practices. Implementing robust data security measures

helps protect client data and minimizes the risk of breaches.

1.2 Purpose of this Guidance

This guidance aims to equip legal practitioners in Nigeria with a clear

understanding of their obligations under the NDPA 2023. It outlines key

principles, best practices, and considerations to ensure the responsible and

ethical handling of client data throughout the course of legal representation.

2. The Nigeria Data Protection Act (NDPA) 2023
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2.1 Overview of the NDPA

The NDPA regulates the collection, processing, storage, transfer, and use of
personal data by organizations operating in Nigeria. It empowers individuals
(data subjects) with control over their personal data and mandates
organizations (data controllers and processors) to adhere to specific data

protection principles.

2.2 Key Definitions

o Personal Data: Any information relating to an identified or identifiable
natural person. This includes information such as names, addresses,
phone numbers, email addresses, financial data, opinions, and biometric
data.

« Data Controller: The organization that determines the purposes and
means of processing personal data. In the context of legal practice, the
legal practitioner or law firm typically acts as the data controller for client
data they collect and process.

« Data Processor: An organization that processes personal data on
behalf of a data controller. For example, a legal practitioner might use a
cloud storage service provider to store client data. In this scenario, the
cloud service provider acts as a data processor.

o Data Subject: The individual to whom the personal data relates. This is
the client whose personal data is being collected and processed by the

legal practitioner.

2.3 Key Principles of Data Processing under the NDPA

The NDPA outlines seven key principles that data controllers must adhere to
when processing personal data. Understanding these principles is crucial for
legal practitioners to ensure their data handling practices are compliant with

the law:
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o Lawfulness, Fairness, and Transparency: Personal data must be
processed lawfully, fairly, and in a transparent manner in relation to the
data subject. Clients should be informed about the purposes for which
their data is being collected, how it will be used, and their rights under
the NDPA.

« Purpose Limitation: Data must be collected for specified, explicit, and
legitimate purposes and not further processed in a manner
incompatible with those purposes. Legal practitioners should only
collect the minimum amount of personal data necessary for the specific
legal matter they are handling.

« Data Minimization: Personal data must be adequate, relevant, and
limited to what is necessary in relation to the purposes for which it is
processed. Legal practitioners should avoid collecting unnecessary
personal data and regularly review their data holdings to delete
outdated or irrelevant information.

e Accuracy: Personal data must be accurate and, where necessary, kept
up to date. Legal practitioners should have procedures in place to ensure
client data is accurate and updated as necessary.

« Storage Limitation: Personal data must be kept in a form which
permits identification of data subjects for no longer than is necessary for
the purposes for which the personal data is processed. Legal
practitioners should establish data retention policies that outline
appropriate retention periods for different types of client data. More
detail on data retention is provided in Section 5.1.

« Integrity and Confidentiality: Personal data must be processed in a
manner that ensures appropriate security of the personal data, including
protection against unauthorized or unlawful processing and against
accidental loss, destruction, or damage, using appropriate technical and

organizational measures. Legal practitioners must implement robust
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data security measures to safeguard client data (addressed further in
Section 3.4).

o Accountability: The data controller is accountable for, and must be
able to demonstrate, compliance with these principles. Legal
practitioners should have documented data protection policies and
procedures in place and be able to demonstrate their adherence to the
NDPA.

3. Legal Practitioners and the NDPA

3.1 When do Legal Practitioners Act as Data Controllers?

Legal practitioners typically act as data controllers when they collect and
process client data for the purpose of providing legal services. This includes a

wide range of personal data, such as:

« Client Contact Information: Names, addresses, phone numbers, and
email addresses.

« Financial Records: Bank account details, income information, and
financial statements relevant to legal matters.

« Communications with Clients: Emails, phone call records, and written
correspondence related to legal representation.

o Case-related Documents: Contracts, agreements, court filings, witness
statements, and other documents containing personal data relevant to

a legal case.

3.2 When do Legal Practitioners Act as Data Processors?

In certain situations, legal practitioners may act as data processors. This
typically occurs when they use third-party service providers to store or manage

client data. Here are some examples:
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Cloud Storage Services: Utilizing cloud-based platforms to store client
documents and electronic files.

Email and Collaboration Tools: Employing email providers or
collaboration platforms that involve storing client data on their servers.
Document Review Tools: Utilizing software for electronic discovery or

document review that may require uploading client data.

When acting as a data processor, the legal practitioner has a responsibility to

ensure the third-party service provider maintains adequate data protection

safeguards (addressed further in Section 4.3).

3.3 Legal Basis for Processing Client Data under the NDPA

The NDPA outlines lawful grounds for processing personal data. Legal

practitioners must identify the most appropriate lawful basis for processing

client data in each situation. Here are some common lawful bases applicable

to the legal profession:

Contractual Necessity: Processing client data is necessary for the
performance of a contract with the client (e.g. providing legal
representation in a court case).

Legal Obligation: Processing is necessary for compliance with a legal
obligation to which the data controller is subject (e.g. anti-money
laundering regulations requiring client identity verification).

Legitimate Interests: Processing is necessary for the purposes of the
legitimate interests pursued by the controller or a third party, except
where such interests are overridden by the interests or fundamental
rights and freedoms of the data subject. This might include using client
data for conflict checks, internal quality control measures, or debt

collection purposes, provided it's balanced with client privacy rights.

It's crucial for legal practitioners to understand and document the lawful basis

for processing different types of client data.

10
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3.4 Data Security Obligations for Legal Practitioners

The NDPA mandates data controllers to implement appropriate technical and

organizational measures to protect personal data against unauthorized or

unlawful processing and accidental loss, destruction, or damage. Here are

some key considerations for legal practitioners to ensure data security:

Strong Password Policies and Access Controls: Implement strong
password policies and restrict access to client data only to authorized
personnel on a need-to-know basis.

Data Encryption: Encrypt sensitive client data, such as financial records
or confidential communications, both at rest and in transit.

Regular Security Audits and Staff Training: Conduct regular security
audits to identify vulnerabilities and provide staff training on data
security best practices and procedures for handling client data.

Secure Disposal of Electronic and Physical Data: Implement secure
methods for disposing of electronic devices and physical documents

containing client data to prevent unauthorized access.

3.5 Data Breach Notification Requirements

The NDPA mandates data controllers to notify the Nigeria Data Protection

Commission (NDPC) and data subjects of data breaches that pose a high risk

to the rights and freedoms of data subjects. Legal practitioners must establish

procedures to:

Identify and Investigate Data Breaches: Have a system in place to
detect and investigate potential data breaches promptly.

Assess Risk: Evaluate the severity of the data breach and its potential
impact on data subjects' rights and freedoms.

Report to NDPC: Report high-risk data breaches to NDPC within the
timeframe stipulated by the NDPA.

11
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Notify Data Subjects: Inform affected data subjects about the data
breach in a timely manner and provide clear recommendations to

mitigate potential risks.

4. Specific Privacy Considerations for Legal Practice

4.1 Client Data Collection and Storage Practices

Collect Only Minimum Necessary Data: Only collect the minimum
amount of personal data necessary for the specific legal matter you are
handling. Avoid collecting unnecessary or irrelevant information about
your clients.

Obtain Informed Consent: Obtain clear and informed consent from
clients for the collection and processing of their personal data. This
consent should explain the purposes for data processing, how the data
will be used, and the data subject's rights under the NDPA.
Transparent Data Retention Policies: Establish clear and transparent
data retention policies that outline how long different types of client data
will be stored. These policies should be communicated to clients and
regularly reviewed to ensure outdated data is deleted. (More details in
Section 5.1)

Secure Storage Practices: Store client data securely using appropriate
safeguards. This may involve cloud storage with strong encryption,
secure physical document storage facilities, and access controls to

prevent unauthorized use.

4.2 Cross-Border Data Transfers of Client Data

Be Aware of Restrictions: The NDPA may restrict transferring client
data to countries with inadequate data protection safeguards. Research
the data protection laws of the destination country before transferring

any client data.

12
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Transfer Mechanisms: If transferring data outside Nigeria, implement
appropriate transfer mechanisms approved by NDPC, such as standard
contractual clauses.

Client Consent: In some cases, you may need to obtain specific
informed consent from clients before transferring their data outside

Nigeria.

4.3 Use of Third-Party Service Providers and Technology

Due Diligence: Conduct thorough due diligence on third-party service
providers before using their services to store or process client data.
Evaluate their data security practices and ensure they comply with the
NDPA.

Data Processing Agreements: Enter into written agreements with
third-party service providers that clearly define data protection
responsibilities. These agreements should address data security
measures, data retention periods, and the service provider's obligations
in case of a data breach.

Secure Data Transfer Protocols: Ensure secure data transfer protocols
are in place when using cloud-based technologies or transferring data

to third-party service providers.

4.4 Privacy Considerations in Electronic Discovery and E-disclosure

Data Minimization: During electronic discovery, employ data
minimization techniques to identify and segregate only the relevant
personal data necessary for the legal matter. Avoid collecting and
processing excessive amounts of irrelevant data.

Balancing Disclosure: Balance disclosure requirements with the
privacy rights of data subjects. Only disclose personal data that is

demonstrably relevant and necessary for the legal proceedings.

13
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Data Anonymization: Consider anonymizing personal data whenever
possible during e-disclosure, particularly for sensitive information not

directly relevant to the case.

4.5 Ethical Obligations and Client Communication regarding Data Privacy

Rules of Professional Conduct (RPC): Lawyers are required to adhere
to the provisions of the Rules of Professional Conduct for Legal
Practitioners (RPC). While the RPC does not have specific chapters
dedicated solely to data protection and security, the rules establish

principles that indirectly address these concerns. These include

Rule 1 - Maintaining the Integrity of the Profession: Lawyers are
obligated to uphold the integrity of the legal profession, which includes

maintaining ethical standards regarding client data.

Rule 14 — Duty to the Client: This rule emphasizes a lawyer's duty to act in
the best interests of their client, which includes protecting their

confidentiality.

Rule 19 — Confidentiality: This core rule ensures client confidentiality.
Lawyers cannot disclose client information without informed consent,

with some exceptions permitted by law.

Rule 29 - Record Keeping: This rule mandates lawyers to maintain
accurate and complete records for their clients. However, it doesn't

explicitly address data security measures.
Nigerian Bar Association (NBA) Guidelines: Adhere to any data

privacy guidelines issued by the Nigerian Bar Association (NBA)

regarding the handling of client data.

14
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Clear Communication: Communicate data privacy policies and
practices to clients in a clear, concise, and easily understandable manner.
This can be achieved through client engagement letters, website privacy

notices, or other communication channels.

Client Inquiries: Address client inquiries and concerns regarding their
data privacy rights promptly and in a professional manner. Provide
clients with clear information on how to exercise their data subject rights

under the NDPA (covered in Section 6).

5. Best Practices for Data Privacy Compliance

5.1 Data Minimization and Retention Periods

As mentioned earlier,the NDPA emphasizes the principle of data minimization.

Legal practitioners should only collect the minimum amount of personal data

necessary for the specific legal representation and retain it for no longer than

is necessary. Here are some factors to consider when determining appropriate

data retention periods:

Legal and Regulatory Requirements: Certain laws or regulations may
mandate specific retention periods for certain types of client data (e.g,,
anti-money laundering regulations). Identify and comply with any such
legal obligations.

Statute of Limitations: The statute of limitations defines the timeframe
within which legal proceedings can be initiated for different types of
claims. It's generally advisable to retain client data relevant to potential
legal claims for the duration of the applicable statute of limitations
period plus a reasonable buffer.

Business Needs and Ethical Considerations: Consider legitimate
business needs for retaining client data, such as conflict checking,

internal quality control, or historical reference for future client matters.

15
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Balance these needs with the privacy rights of data subjects and avoid

retaining data indefinitely.

Here is a suggested approach to data retention periods (not exhaustive):

o Active Client Files: Retain for the duration of the legal representation
and the applicable statute of limitations period.

« Inactive Client Files: After the statute of limitations has expired,
consider factors like potential future representation or historical
reference needs. You may anonymize or securely dispose of data after a
reasonable period (e.g., 5-7 years).

« Financial Records and Transaction Data: Adhere to legal and
regulatory requirements, which may mandate longer retention periods
(e.g., 5-10 years).

« Marketing and Contact Information: Retain only for as long as
necessary for marketing purposes and in accordance with consent
obtained. Consider offering opt-out mechanisms for clients who no

longer wish to receive communications.

Remember: These are suggestions, and the appropriate retention period will
vary depending on the specific circumstances. Regularly review your data and

delete outdated information that is no longer required.

5.2 Implementing Data Security Measures

Robust data security measures are crucial for protecting client data and
minimizing the risk of data breaches. Here are some best practices for legal

practitioners:

« Conduct Regular Risk Assessments: Conduct regular risk assessments

to identify potential vulnerabilities in your data security practices. This

16
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may involve assessing your IT systems, physical security measures, and
staff procedures for handling data.

« Train Staff on Data Security: Train staff on data security best practices
and procedures for handling client data. This training should cover topics
such as password hygiene, data encryption, recognizing phishing
attempts, and reporting data security incidents.

 Update Software and Applications: Regularly update software and
applications used to store or process client data to ensure they have the

latest security patches and are protected against known vulnerabilities.

5.3 Conducting Data Protection Impact Assessments (DPIAs)

The NDPA may require legal practitioners to conduct a DPIA for high-risk
processing activities that could significantly impact the rights and freedoms of
data subjects. A DPIA is a systematic process that helps identify and mitigate
potential privacy risks associated with data processing activities. Here are

some situations where a DPIA may be advisable:

e Processing sensitive personal data, such as health information or
financial data.

« Using new or emerging technologies for data processing, such as
artificial intelligence or facial recognition.

o Data processing activities that involve large-scale data collection or

profiling of individuals.

5.4 Data Subject Access Requests and Handling Procedures

The NDPA grants data subjects a right to access their personal data held by a
data controller. Legal practitioners should establish clear procedures for
handling data subject access requests within the timeframes outlined in the

NDPA. This typically involves:

17
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« Identifying Requests: Implement procedures to receive and identify
data subject access requests promptly.

« Verification: Verify the identity of the data subject requesting access
before processing the request.

« Providing Access: If the request is valid, provide the data subject with a
copy of their personal data in a clear and understandable format.

« Responding to Requests: Even if the request is denied, provide the
data subject with a clear explanation for the denial and their right to

complain to NDPC.

6. Appendix

Sample Data Breach Notification Template

To: Nigeria Data Protection Commission (NDPC)
From: [Name of Law Firm]
Date: [Date]

Subject: Data Breach Notification - [Brief Description of Breach]

Introduction

This letter serves as a formal notification of a data breach that occurred on
[Date of Breach] involving personal data held by [Name of Law Firm]. We are
committed to protecting the privacy of our clients and take data security

breaches very seriously.
Nature of the Breach

[Provide a brief description of the nature of the data breach. This may include
details such as the type of data affected (e.g., names, email addresses, Social
Security numbers), the approximate number of individuals affected, and the

suspected cause of the breach (e.g., hacking incident, malware infection).]

18
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Steps Taken in Response

[Outline the steps taken by the law firm in response to the data breach. This
may include actions such as containing the breach, investigating the incident,
notifying law enforcement (if applicable), and implementing remedial

measures to strengthen data security.]
Affected Data Subjects

[Indicate the approximate number of data subjects affected by the breach. If
possible, specify the categories of data subjects impacted (e.g., all clients,

specific practice group clients).]
Risk Assessment

[Briefly assess the potential risks to the rights and freedoms of data subjects as

a result of the data breach]
Communication with Data Subjects

[Explain how the law firm will communicate with affected data subjects
regarding the data breach. This may involve sending email notifications,

posting a notice on the law firm's website, or other communication channels.]
Contact Information

For any questions or concerns regarding this data breach notification, please

contact:
[Name of Contact Person] [Email Address] [Phone Number]

We apologize for any inconvenience caused by this data breach and are

committed to taking all necessary steps to protect client data in the future.

Sincerely,

19
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[Name of Law Firm Representative] [Signature] [Print Name]

Important Note: This is a sample template, and the specific content of the data

breach notification will vary depending on the circumstances of the breach.
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